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MEMORANDUM FOR ASSISTANT ATTORNBY GENERAL, OFFICE OF JUSTICE
PROGRAMS

ALL UNITED STATES ATTORNEYS
DIRECTOR, FEDERAL BUREAU OF INvEsnqA nON
DIRECTOR. BUREAU OF ALCOHOL, TOBACCO, FIREARMS

A.J."ID .EXPLOSI.VES
ADMTN1STRA "fOR, DRUG ENFORCEMENT ADMINISTRATION
DrRBCTOR, UNITED 5T ATES MARSHALS SERVICE
DIRECTOR, FEDE~BUREAU OF PRISONS

FROM: Paul.T. M~Nulty Opt
Deputy Attol11cy G Je:ral

SUBJECT: Law ~pforcemeJ:\t Tnfonnation Sharing Policy Statement and Directives

This memorandum reaffirms the Department of Justice's continued commiunent lo the
exchange of law enforcoment iJlformatiOll between the Department a.t).d. state and local agencjes.
It also provides guidance rel~ted to tbe Oepartmt;tnt of Justice's Law Enforcemont Information
Sharing Program (LEfSP) 'and die-eatsparticular act10n by Department components for funher
inlpJementing tbis program.

Jjsck~Ut1d and Genera,} Policy

In October 2005, th.e Department pnblish~ its LEISP stl.'ategy and continued an its
course to transform the way we share information with our federal. state, local, ~nd tribal
partners. At the center ofLEISP lies therecogl1ition of the vita.l need to share as much
inf(mnation as possible. WISP envisions comprehen.sive inforination sharing U'ltough integrated
systems and within workplaces dedicated to 1'Outine and .systemic shaliog across jurisdictional
boundaries. The goal is to enable efficient and effective law enforcelnent operations.

In recent years, we have made significan[ progress in the information sharing arena., and
we must contlnue to achieve successes in the sho.rt and Joug tenn. OUf commitment to
information shari.ng must remain. tireless, as we shoulder the weighty obligation and high duty of
en forcing our Nation' s luws and protecting Olll' citizcns and communities tr.om.acts of tC1TOriSI11

an.dother crimes. Only through au aggressive approach to information sharing can we fully
accompli.sh our important mission and establish, as lhe Pre5idcn.t has directed., a "culturo or
infonnation sharing" within 01.lf day-to-day work envi.ro.nments.
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The l'ecenl rollout of certain regional information sharing 'initiatives has marked
important progress in implementing LEISP. In August 2005, for example, the Department
lalU1ched an information·snarlng pilot program with the Northwest Law Enforcement
Ir.l'formaticm Excru10ge (UnX) in Seattle, Washington. Approximately seven months tater, in
MaTc.h 2006. the Department entered into a partnership with the Automated Regional Justice
Information Sh.at:"iIlg(ARHS) system in San Diego, California. In add.ition, th.e FBI has llsed lite
Regional.Dal::\ Exchange system (R-DEx) to facilitale information shar.ing in Jacksonville,
florida, and St. Louis, M:lssouri. These effort~. among others, have l:'esuttcd .in the Department
a.nd its components learning importllJ).t lessons and receiving valuable feedback on the
opet'a.tioJ1al successes and difficulties associated with implementing our infonnation-shming
objectives. Regional information sharing systems are being established or expanded throughout
the country, incl\.lding many in the image of the sharing initiative a.lld system started in the
northwest. Th~e systems are fa.cititati.ng noteworthy investigative achievements.

In issuing this memorandum, J wish to reinforce LElSP's esscntial principles, review our
long-term policy objectives, and stress the imperative of the Departmen.t moving forward in
tangible and practical ways to maximize ulformalio'Jl sharing with our p<tl'lllers. We owe it to the
people and cornomn.ities we serve to renew our commitment to our jn.formation-shari.o.g .mission.

The Essen.tial Prin,ciples of LEISP
To fulfill. our taw enforcement m~si.on and to SUPPOlt the national effort to prevent

terrorism, the Department, through LEISP, remains conlmitted to sharing as much information as
possible, tawfi.ll, and practicable. We mllst work tQ achieve this objective without delay and
withi.n the confines of our present resouJ"ces-always searching and striving fot' ways to get more
out of our existil1g syste.ms and assets and to accomplish ll!i many successes as possibJein the
short term, In furtherance of this commitmen.t, 1.11embel's of my ~taffhave been dedicated to
oversee the Depart1mmt's infonnation sharing activities. These individuals have worked closely
with the pCl.1.ticipating investigative components. United States Attorneys, the Department's Chief
Information Officer. and, as necessary, rept'¢seoiatives ofre:giollal and loca.l goveroancc boards,
to monitor and implement the expsn.siol1 of our infonnation sh.aring efforts. This work will
continue and be invigQrated by the establishment of a new LEISP Coordinating Committee,

A guiding principle of the L.EISP strategy is the c(mccpt ofOneDOJ. As its name
implies, OneDOJ emhodie:> the Department's commitment to presenting a single face to our
iltl'onua.lion-sharing partnors by enabling components' infotJJ.l.a.tiol1 to l)e presonted itl a lUliform
and cOl1sistep.t m3,tlD.er through the llse of COlXtlTlOt'l. tools, systems, and other sharing mechanisms.
Accordingly, GneDOJ requ.ircs components to work togethedn undertaking and imptemel1ting
infomlation-sharing efforts and initiatives, Our collaborative aud cooper.ativc efforts will
reillforce the centra.l a.ttdbutes ofLEISP-to ensure that the Department's infol1uation is shared
comprehensively and routinely within the Department and with OUf federal, state, local, and
tJibnl partners; to provide: Infool'lation Tcsponsive to the needs oflnw enforcement officers; and
to present that inforrnatioll in forms u.seful to the recipients.
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OUr OneDOJ approach enables and indeed obligates Department com.ponellts to move
forward aggressively to expand. existing information-sharing capacities and capabilities.
Capacity and capability e~paosioll wil1 permit each compqnent to participate Olore fully and
uniformly i;1existing Department-wide infomlatio·n sharing programs and initiatives, including
but not IimHed to R-DEx, the Natioual Data E~change syste.m (N-DEx), the National Gang
Intelligence Center, and the OrgrUlized Clime D1"ug Enforcement Task Porce Fusi.on Center. Our
LEISP sfl~itegy and OneDOJ approach also recogn.ize the reality of resource limitations and the
fact that differcnt components posse-ss di.fferent capabilities. Accordingly, care must be taken (0

move fOlward aggresai·vcl:y and efficiently and within the limits ofavailable resources a.nd
capnclt1es.

[11 our on.going and future infonnatiol1rshari.J.l£ initiatives, and consistent with the
ptinciplcs outlined above, each component must accelerate its efforts to sbare information {i'om
both open and closed cases, ioclud.ing investiga.tive reports; criminal event data (e.g.,
charactcristic~ of criminal activities and incidents revealing links or patterns); criminal history
inforIlmtion (e.g., hi~tor.y of an'ests, nature and disposition of criminal charges, sentencing,
confi)1.cment, and releaSe); and identifying information about individual ottcuders (e.g., namc,
address, datc of birth, birtbplace, and physicaldescn.ptiou).

In meeting our c01.nmit.mel1ts under the L"ElSP strategy, the Departl.nent will not disclose
information endangering our Nation's security or the life of any law en[orcemcntor intelligence
officer or member of the public, including witnesses and certain. crime victims, Nor will the
Department share information the dissemination of which. is P1:011ibited under international or
inler~agency agreements. Furthermore, components are pennitted to refrain 1iol1l sharing
infonnation reYe~ing or related to public corruption cases, sensitive sources and methods of
intelligence collection, civil rights investigations involving color of law violations, internal
investigations. and administrative cases. No other category of In fomlati on will be exempt from
sharing unless approved by t~le LEIS·P Coordinating Committee

As the Oepartn1E~llt further impletncnts LEISP and enters into future inforrnation-shanng
.initiatives, we will erl.1ploy common standards and ask O1.tr partners to do the same. TIle OneDOJ
pilot initiativ~s launched within the past year with the LInX system in Seattle and the ARJIS
system in San Diego are two examples of the types of partnerships the Departmcnt will putsue as
we move fonvard. Both systen:ts have yielded law enforcement successes and have widespread
support within their communities. Where local 01' regional systems exist or ate constructed, be
(hey LI n.X, ARJ.lS, or any other system, we will evaluate the prospects of a sharing partnership
by considering the strategic ilfJd tactioal interelits of Ollr components, the 1l1aturity of the potential
infonnation sharing partner systenl and its governance structure, nnd the degree to which the
sharing initiative will a.dhere to privacy and other applicable laws and regulations. Consistent
with existing p<>!icy, our partnership decisions will remain vendor-neutral; we will part.ner with
any IOCid01.'regionaL system meeting our c01umon-standar:ds requirements. and thus will COlltinuc
to allow state and local governments to acqui.re and use: systems of their own choosing.
D~paJtment data wilt be sharec;1 through interfaces or c0ll11e~tio(lsbetween our R-DEx s~te:m
and the l(leal or l'egiOnt'l.l system with which we have entered into ashanng initiative.

1.11panlJering V\-ith regional or local systems, we mu.st strive to use all of our assets. Our
United States Attomeys, fol.' example, often have l.ongsHmding and deep-scllLed relationships in
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place with local officials. They llre uniquely positioned (0 bdng together the broad spectrum of
law enforcemcnt agencies. We should draw upon such relationships wherever possible and lend
O\lr leadership and assistance to the stand-up and implementation ofregional and locnl inithttives.
United States Attorneys currently leading unX and other information sharing systems (Ire

cncl.luruged to 'continue these efforts, in coordinatiouwith the L.EISPCoordinating Committee
and Attorney General's Ad.visory Committee, Of course, our leadership effot'ls will continue to
ensure that the management and governance of local and region.al systems re.mains at the local
and regioual1evcI. Where govcrnance structlJ.res. of both cUl"l:etlt'~md future regional information
sharins i.nitiativcslnclude appropriate le'ldcrship rotes fox United States Attorneys, oul' United
States Attomeys should make their best efforts to serve in sucb capacities_

Our participation in any info.011ation~sharing effort will be conducted under a
memQrandum of underlitanding betwecn the Department and out partner in a particuluj' il1itintive.
In addition to delineating all m.les and protocols which must be adhered to, a memorandum of
understandhlS mllst address who will have access to the shared intoTl1'lation, how that
infonnation can be used by recipients,and the measures that will be in place to ellsure
compliance with all applicable privacy laws. In all instances, our sharing arrangements and
pa.rtnerships must al:so comply with Department sccurity requirements ..

LEISP Co<:.mlinntin~Coi:Jlmittee

To cnsur~ a collaborative and integrated focuS on these objectives, I am estabHshhlg a
Law Bnforcement l.nformation Sharing Program Coordinating Committee. This Committee will
be chaired by a. member of illY staff and wi.\l report directly to me on. the Department's effOlts to
aceomplisll our policy objectives. The Committee will include the Department's Chief
Information Officer. a senior representative from each ofthe investigative'components, a
representative oftbe Office of Justice Programs, and a United States Atton\cy and one OT more
additional prosecutors. The Committee will meet regularly and seek broad input iL1to the
Dcpal1rncnt's infonnation sharing initiatives, including from existing advisory blt'oups, such <I.:>
the Attorney General's Advisory Committee, Criminal Justice Services Advisory Policy Boi:trd,
Justice Illtelligen.cc Coordinating Council, and Global Infom1atio1'\ Sharing Advisory Commillee.
Throllgh the work of this new Committee, I am confidenl that the Ol:;partmcnt will remain a
lender in law enforcement i.nformation sharing.

Directives to Depaltmcot C2/DPopents

To further implement LEISP and advance our 01leDOJ strategy. I am directing that each
of lhe. Deparunent's investigative c01l1ponents take the follo ••..••.ing stqJs \vithin the time periods
specified,

I. Effective immediately each cOlll.ponent shall lake all actions necessary and practicable to
parL.icipate fully in the followu1g ongoing informa.tion sharing initiatives:

a. The initi.ative in Washington State;

b. The initi.ative in San Diego, Califomia;
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c. The initiative in St. Louis, Missouri; .
d. The initiative i.n Jacksonville, Florida, and Kings Bay, Georgia;

e. The Organiz\';.'(lCrj.m.eDrug Enforcc:ment Task Force (OCDETF) Fusion Center;

f. The National Gang InteJl.igcllce Center; and

g. The National Data Exchange (N~DEx)program.

2. Because {he Department and its components have limited tools and ca'pabiH~ies ill place, I
am directing the Department's Chief Il1formati.on Officer to work with each of the
components to develop an aggressive but practical plan for building .tbe ~ltfOl1Uation
sharing capabilities need.ed to fulfill the Department's information sharing policy
conul1ltments and partici.pating in the ongoing initiatives id.entified above. As part of this
plan, each c01l1pOnel1t - working 'v.ith the CIa - will id.elllify the measUl'cs taken to date
10 participate in those initiatives; the full scope of present participation in those initiatives
(e.g .. data, personnel, and final1cial contributions): and the steps capl\ble of being
undertaken \\!ithitl the next 180 days for more coru.plete pa.rticipation in those initiatives.
Each component's plan shall. be submitted to my office by February 9,2007.

3. My office recently r.eceived from. the Justice lntelligence Coordinating Council a
prioritized list ofthe 1.5metropolitan areas or other regions where Department operati<l11s
will most beuefit from implementatiou oftlle OoeDOJ illitiative. Based on thcse
priorities, the l-EISP Coordinating Committee alld my staff will worle with the Office of
the CtO to develop im.plemenlation plans. These plans will ad.dress resOl~rcc availability
and take into consideration all of the factorB identi tied previously for evalua.ting prospects
for sharing pal1ne.rships. The systetllS currently operating and in planning, including
LJoX systems, will be considered for future OneDOJ implementation.

4. On or before Ma.rch 30, 2007, and every six months thereafter, components shall submil
to my office through the LEISP Coordinating Committee a.report detailing efforts
undertak.--en to implement the regional initiatives plan, instill and encourage an
information-sharing cuHure, and acbieve the long-tetm objectives outlined in this
memorandum.

S. Component heads shall im01.sdi.ately distribute this memon\ndunl to their respective fiaJd
offices, d.ivisions, and districts.

CQnclusion

Thank you fo1'your ongoing support oEthe Department':;; infoIlrlatiou-shnring ma.ndate.
With sustained and renewed efforts across the eTltire Department, we at"e well positiot1ed '0
continue leading by example a.t1dto achic;:ye irl.1pOltantsuccesses in our law enforcell1ent rnission
and the war on terror. .
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